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)} Watch for the Iatest |n cybersecurlty threats sent rlght to your |nbox every week!

09.13.2023 Ransomware Access Broker Steals Accounts via
Microsoft Teams Phlshmg
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Facebook Messenger Phlshlrlg Wave Targets 100K
Business Accounts Per Week
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DARKNET DIARIES

mercenary \.\

EP 137: PREDATOR

(INTRO): [INTRO MUSIC] These are true stories from the dark side of
the internet. 1I’m Jack Rhysider. This is Darknet Diaries. [INTRO MUSIC
ENDS ]

(INTRO) JACK: Spyware merchants love the idea that they are just like, all
these terror plots and bad actors — and the only thing you can do is Kiefer
Sutherland it and just hack them immediately, right? Forget the law; we need
to get the bad guys. But the thing is we know from recent and older history
that if governments start being enabled to do that, bad things inevitably
follow. Temptation to abuse it always follows. Some of the biggest problems
that we have today in the United States around privacy come from the post-
September 11th period, things like the Patriot Act, right? Hugely invasive
stuff. But then the other question — and this is equally important — is does
the society, does the governmental office that’s receiving this data have the
mechanisms in place to prevent abuse if the people who happen to be holding
this stuff in their hands are not good people or could be giving in to the

wrong temptations?

Lighthouse Reports is an investigative non-profit working with some
of the world’s leading media companies on topics like migration and

surveillance.

Click here to continue readin this article @




Data Destruction

Loose HD’s & SSD’s
PC’s, Laptops

Monitors

IPhones/ iPads

Backup Tapes, CD’s, DVD’s
Server Racks, Switches, USB’s,
Keyboards, Mice, Printers, Faxes,
Phones and More!

Do you have hard drives and other electronic devices
you need to have destroyed with documented proof of
destruction?

LACyber will pick up your PCs, laptops, servers, routers,
and phones in the Buffalo/WNY area, shred the hard
drive or solid-state drive and issue a certificate of
destruction for your records.

We are the only NAID certified company (National
i Association of Information Destruction) thatis locally g
*‘* owned and operating in WNY. "

Schedule Pick Up
Today!




Comprehensive

Data Securit
Services

Be Compliant.
Reduce Risk.
Protect Your Business

Data Breach Support

Do you know what to do if you have a data
breach? Most businesses don't. uRISQ's Data
Breach Support gives you the peace of mind
that a Certified Privacy Expert (CIPP) is at the
tips of your fingers.

Privacy Policy Assessment

Managing risk is an important aspect of all
successful businesses. Developing and
maintaining a security and privacy program is
key to managing your organization's risk of data
loss. Privacy Assessment helps you with your
annual assessments, and policy and plan
templates for your organization.

Threat Scanning

uRISQ's Threat Scanning performs a recurring
vulnerability scan on your website and firewall,
making you aware of your open vulnerabilities.

Click Here
to
learn more

Data Subject Access
Request Process

Data Subject Access Request is a request initiated
by the individual or a legal representative
requesting the specific information you as a
company collect, store, and transmit on an
individual. uRISQ’s DSAR module is a workflow
management tool that helps organizations manage
their requests from beginning to end and make sure
they adhere to the legal time requirements.

Vendor Management

Every business relies on third-party vendors to
perform some aspect of its operations. It is a
requirement that you ensure those vendors are
handling the information you have entrusted to
them to the same privacy and security standards
you are publishing in your privacy policy.

Contact us today!
JamieJ@LA-Cyber.com




(Above) 'Bill and Tracey Palisan‘e showed their love and ”s.uﬂpport for
Buffalo and the Buffalo Bills ‘across the pond’ on their trip to London.

S’eptembgr has been a yery
bus "month for our team!’

(L) While in London, Bill attended the ISC2 Secure London Conference that
oeson on the latest topics impacting the cybersecurity profession.

A View From the Top:
Security Leaders’ Perspectives

) SECURE
LONDON

(R) Bill and Jake attended ‘Tee It Up for the Troops’ at Wanakah Country Club. September
is birthday month for Jordan our Manager of Administration , Client Services & Sales!




Contact us today for your free
Cybersecurity Assessment

Next month marks the 20th Cybersecurity
Awareness Month, and it presents the perfect
moment to reflect on how far we’ve come and how
much more we want to accomplish! October is
dedicated to ensuring everyone has the resources to
stay safe and secure online.

#BeCyberSmart

Cybersecurity
Assessment




