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Spring is here and so are our Getting a head start on
monthly On-Site Shred Events! Spring Cleaning?
Thursday, April 25th * L 4
By appointment only Feuments pliecERp :

Need secure,

716.87 1.7940 confidential
For Details . document shredding
or storage?
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We can help!
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NIST NATIONAL VULNERABILITY
DATABASE DISRUPTION SEES CVE
ENRICHMENT ON HOLD

DATABASE

3.22 2024 39,000 Websites Infected in ‘Signl’
Malware Campa_ign

3.22 2024 Attackers Are Targeting Financial Departments
- With Smokeloader Malware
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March 31st 2024

Data tampering is an underrated threat —
get your backup ready...

World Backup Day is an annual reminder of how important it is to have
an up-to-date, readily accessible copy of everything that matters to your
business. Resilient backups allow you to recover more quickly from data

damage, disruption, or loss, particularly if a ransomware attack has
resulted in encrypted or deleted files.

These are well-known and widely reported benefits of backups — but
there’s more. Immutable data backups can also protect you from the
underrated threats of data tampering and malicious insiders,
unpredictable activities that can significantly damage brand trust and
reputation if they’re not addressed.

By combining security measures with immutable backups, organizations
can implement a resilient data protection strategy that addresses both
major, common cyberthreats such as ransomware and underrated,
unanticipated threats that could do just as much harm. With immutable

backups, you’re ready for them all.
Click here to continue reading this article




NYDFS 500

NYDFS Cybersecurity
Regulations Update
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Overview of DFS Business Categories:

Small (“Exempt”) Companies Non- Class A, Non- Exempt
Must meet one of three criteria (“standard”) Companies

Large “Class A” Companies

+ Under 20 employees (including * Majority of DFS regulated e 2,000 employees
affiliates and contractors) OR entities
e Under 7.5 million in gross annual
revenue OR
* Year end assets (including Affiliates)
total less than 15 million

¢ 1 billion in gross annual
revenue

Tmportant Pordlings yau Need o Knaw At
! Submit either a Certification of Compliance or
an Acknowledgment of Non-Compliance for the 2023 calendar year.
Risl.< Assessments continued to be required and now must be
reviewed and updated annually.
. Annual Penetration testing required along with independent
Aprit 2972024 design and conduct of current cybersecurity audits.
Annual Cybersecurity training for personnel required to
m now include social engineering.
No matter what your company size or exemption
4 o P Get Started Now
status LACyber has solutions to help you comply!




IS your company aftected by the New York State Department of
Financial Services (NYDFS) Part 500 Cybersecurity Regulation?

TAKE THE FIRST STEP TODAY

START WITH A CISSP

A Board Certified CISSP is more than just a cybersecurity
expert They are the guardians at the forefront of
protecting your business from digital threats.

Here's why consulting a CISSP is your best first step:

e Compliance Assurance: Stay ahead of regulations and ensure your
business meets all cybersecurity legal requirements.

¢ Tailored Strategies: Your business is unique, and so are its security
needs. A CISSP can craft a plan specific to your situation.

e Proactive Protection: CISSPs don't just solve existing problems;
they anticipate and prevent future threats.

e Unmatched Expertise: CISSPs are rigorously trained and tested in
all areas of information security.

e Peace of Mind: Knowing an expert is safeguarding your data lets
you focus on what you do best - running your business.



Jake Bode

How long have you worked
at Lincoln Archives?
+ | began working with Lincoln
Archives March 1st of 2023.
What’s your role with Lincoln Archives? ¥
+ | am the Operations Manager for
our destruction facility.

What do you like to do in your spare time?
+ In my spare time | play hockey and golf, | hunt, and | help
raise funds for Special Olympics of WNY and for cancer

research by participating in the Polar Plunge and 11 Day
Power Play.

What's your favorite part about working at Lincoln Archives?
« | love working with all of the people at Lincoln Archives
and our customers with their secure destruction needs




